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1 Document Overview

Purpose and Contents

The RxSentry® Policies and Procedures Guide for the Arizona State Board of Pharmacy
describes the policies and procedures mandated by the Arizona State Board of Pharmacy
(ASBP) regarding access to Arizona (AZ) Controlled Substances Prescription Monitoring
Program (CSPMP) data.

Layout

Chapters 1 and 2 of this guide provide general information about the RxSentry
Prescription Drug Monitoring Program.

Chapter 3 provides information about practitioner registration with the Arizona
Controlled Substances Prescription Monitoring Program.

Chapter 4 provides information about ASBP’s general policy regarding data access.

Chapters 5 through 9 provide specific policies and procedures for the different types of
entities that may obtain or request access to AZ CSPMP data.

The appendices are provided for troubleshooting and reference purposes.
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2 RxSentry Prescription Drug Monitoring
Program Overview

About This Chapter

This chapter contains an overview of the RxSentry application. For more information and
procedures for use, see the RxSentry User’s Guide.

About the RxSentry Prescription Drug Monitoring Program

The RxSentry Prescription Drug Monitoring Program is a Web-based system that
facilitates the collection, analysis, and reporting of information on the prescribing,
dispensing, and use of controlled substances.

The system materially assists state regulators and practitioners authorized to prescribe
and dispense controlled substances in the prevention of diversion, abuse, and misuse of
controlled substance prescription medication.

The use of data collected through RxSentry allows for the provision of education and
information, early intervention, prevention of diversion, investigation, and enforcement
of existing laws governing the use of controlled substances.

This state-of-the-art system serves as a valuable tool in the effort to protect the health
and welfare of our citizens by reducing the abuse of prescription drugs.

Note: For the purposes of this document, the RxSentry Prescription Drug Monitoring
Program is referred to as RxSentry.
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3 Policy and Procedure for Practitioner
Registration with the AZ CSPMP

About This Chapter

This chapter describes the policy and procedure practitioners must adhere to and
perform to register with the AZ CSPMP.

Note: The procedure in this chapter applies to practitioners only.

Policy Regarding Practitioner Registration for Access to AZ
CSPMP Data

Before requesting access to the database, a practitioner (MD, DO, DDS, DMD, DPM,
HMD, PA, NP, ND, OD, or DVM) must first be registered with the Arizona Controlled
Substances Prescription Monitoring Program.

Procedure for Registering With the AZ CSPMP

1 Open an Internet browser window, type azpmp.hidinc.com in the address bar, and
then press [Enter].

2 C(lick the Manage Account tab. A window similar to the following is displayed:

Login

All information is required to proceed to the registration page.
Your CSPMP ID should be in the format PMP 1234356
Your DEAshould be inthe format AB1234567 or AB1234567-1234 if you are a resident.

*CEPMP ID

*DEA

‘ Login H Recover CSPMP ID ‘ Verify Email H Register ‘

Click Register.

Complete all required fields (indicated by an asterisk) on the Registration
Information window.

5 C(lick Register.
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A window similar to the following is displayed:

You must agree with the following statement before your
request is processed.

To the best of my knowledge and belief the foregoing renewal
application is true and current in all respects

Cancel ‘ ‘ Go

6 Click Go to verify your registration and create your account.

Note: If information is incomplete or missing, a message is displayed indicating
which fields must be corrected before your registration form can be submitted.

7 You will receive an e-mail indicating receipt of your registration. Click the hyperlink
in step #1 of the e-mail to verify your e-mail address. A window similar to the
following is displayed:

Email Verification
*CSPMP 1D

*Email Verification Code
‘ Cance

Notes:

* You can verify your e-mail address at any time by clicking Verify Email from the
CSPMP Registration and Renewal home page.

= If you entered an alternate e-mail address (in addition to your primary e-mail
address) when you registered, you will need to verify both e-mail addresses. The
e-mail verification code you receive for each e-mail address will be specific to
that e-mail address.

8 Using the information in the e-mail you received in step 7, enter your CSPMP ID in
the CSPMP ID field, and then enter your verification code in the Email
Verification Code field.

9 C(Click Verify Email.

A message displays indicating that your e-mail address was verified and that you
may log on to the system and print your certification.

The Login window is displayed.
10 Type your CSPMP ID number in the CSPMP ID field.
11 Type your DEA number in the DEA field.
12 Click Login.
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A window similar to the following is displayed:

Your email has been verified. You may print your centificate below

Print Certificate

Registration Information

Registraion PMPD00148 Registration From Date 022772012

Effective Dale 02/27/2012 Registration Until Date  04/30/2012

*DEA *State License Number

“DEA Expiration Date | 02/27/2013 4 “License Expiration Date | 02/27/2013

A Schedule Dizpep; Ho.. 2 Yas., i A S A

13 Click Print Certificate.

14 A message briefly displays indicating that your certificate is generating, followed by a
window prompting you to perform one of the following actions:
= Click Open to open the certificate to view and/or print.
»= Click Save to save the certificate to a specific location on your computer.

After registering, continue to Chapter 5, Policy and Procedure for Provider Access to AZ
CSPMP Data.

Procedure for Updating Your CSPMP Registration

This procedure is used for the following actions:

» Updating your registration when it is nearing or has reached its expiration date

» Updating any of the account information you supplied when you initially registered
Note: Eight (8) weeks before your registration is configured to expire, you will receive

an e-mail reminder every two (2) weeks, and then daily each day of the week of your
registration expiration date, containing instructions for updating your registration.

Perform the following steps to update your registration information:

1 Open an Internet browser, window, type azpmp.hidinc.com in the address bar, and
then press [Enter].

2 C(lick the Manage Account tab. A window similar to the following is displayed:

Login

All information is required to proceed to the registration page.
Your CSPMP ID should be in the format PMP 1234356
Your DEAshould be in the format AB1234567 or AB1234567-1224if you are a resident.

*CSPMP ID

*DEA

‘ Login H Recover CSPMP ID ‘

Verify Email H Register ‘

3 Type your CSPMP ID number in the CSPMP ID field.
4 Type your DEA number in the DEA field.
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5 C(lick Login. The Registration Information window is displayed.

6 If you wish to update your registration without making any additional changes, click
Update;

Or

Make any necessary changes to your registration information, and then click
Update.

Note: You may enter an alternate e-mail address in addition to the primary e-mail
address you provided when you registered. If you enter an alternate e-mail address,
you will need to verify that e-mail address. The e-mail verification code you receive
will be specific to that e-mail address.

7 C(lick Go to update your registration information. A message displays indicating that
your registration information was successfully updated.

Copyright © 2008-2012 Health Information Designs, LLC 8
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4 General Policy Regarding Data Access

About This Chapter

This chapter describes how various entities may obtain access to data stored in the
Arizona (AZ) CSPMP (Controlled Substances Prescription Monitoring Program) database.
While providers (practitioners and pharmacists) may access data directly through
RxSentry, other entities must submit their requests for data to the Arizona State Board
of Pharmacy (ASBP). An ASBP staff member then handles each request.

This chapter describes ASBP’s policy regarding data access.

Data Access
The following entities may obtain AZ CSPMP data:

A. Providers authorized to prescribe or dispense controlled substances for the purpose
of providing medical or pharmaceutical care to a patient or evaluating a patient.

B. An individual who requests the individual’s own controlled substances information.

C. Professional licensing boards with jurisdiction over health care disciplines pursuant to
an ongoing complaint or investigation by the licensing board of a specific individual
licensed by the board.

D. Local, State, and Federal law enforcement or Criminal Justice agencies pursuant to
an ongoing complaint or investigation of a specific individual.

E. Arizona Health Care Cost Containment System (AHCCCS) administration pursuant to
an ongoing complaint or investigation of a specific individual who receives services
under A.R.S. Title 36, Chapter 29.

F. A court of competent jurisdiction pursuant to a lawful court order.

G. An entity requesting information for statistical, research, or educational purposes.

Access Methods for Requesting Entities

In the list above, entities A, C, D, and E represent the groups that may access data
directly through RxSentry. The policy regarding this type of access and the procedures
that must be used to obtain data access are included in Chapter 5, 6, 7, and 8.

All other entities listed above (B, F, and G) must submit a request for data to ASBP,
which then handles the data access and retrieval. The policy regarding this type of
access and the procedure that non-providers must use to request data are provided in
Chapter 9.

Copyright © 2008-2012 Health Information Designs, LLC 9
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5 Policy and Procedure for Provider Access to
AZ CSPMP Data

About This Chapter

This chapter describes ASBP’s policy regarding provider access to AZ CSPMP data. It also
includes the procedure that providers (practitioners and pharmacists) must use to (1)

request access to data, (2) access data through RxSentry, and (3) access data for state
other than AZ through RxSentry.

Notes:

= The procedure in this chapter applies to providers (practitioners and pharmacists)
access only.

= Before requesting access to the database, a practitioner (MD, DO, DDS, DMD, DPM,
HMD, PA, NP, ND, OD, or DVM) must first be registered with the Arizona Controlled
Substances Prescription Monitoring Program by performing the steps in Chapter 3,
Policy and Procedure for Practitioner Registration with the AZ CSPMP.

Policy Regarding Provider Access to AZ CSPMP Data

Providers authorized to prescribe or dispense controlled substances for the purpose of

providing medical or pharmaceutical care to a patient or evaluating a patient may obtain
data from the AZ CSPMP database.

Procedure for Provider Access

It is the provider’s responsibility to request access to the AZ CSPMP database. The
information in this procedure defines how to request access to the system, and how to
log on to the system and perform basic queries.

Requesting Access (Providers)

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

With your mouse, click the Prescription Monitoring Program link.
Click the Get Database Access link.

4 Select the appropriate option:
» Maedical Practitioners
*» Pharmacists

5 C(lick Instructions, and then follow the instructions for completing the
Prescriber/Dispenser Database Access Request Form.

Copyright © 2008-2012 Health Information Designs, LLC 11


http://www.azpharmacy.gov/

Arizona State Board of Pharmacy
Policies and Procedures Guide Policy and Procedure for Provider Access to AZ CSPMP Data

6 Click the Prescriber/Dispenser Database Access Request Form, and follow the
instructions for completing and printing it.

Notes:

* You may complete the form online, and then click Print Form, or click Print
Form to complete a print copy of the form.

= Information entered into the form online is not saved.
= This form is also included in Appendix B of this document.

7 Ensure you have selected your desired password, which must be eight (8) characters
in length and contain at least one (1) capital character, one (1) lower case character,
and one (1) numeric character.

8 C(Click the Privacy Statement Form, and follow the instructions for completing and
printing it.

9 With the Privacy Statement Form displayed, click Print Form.
Note: This form is also included in Appendix C of this document.

10 Sign, date, and have the Prescriber/Dispenser Database Access Request
Form notarized.

11 Mail the Prescriber/Dispenser Database Access Request Form and the
Privacy Statement Form to ASBP, along with a copy of your current Arizona
Board License, DEA Registration, and Drivers License, to the address specified on the
forms.

Once your request is approved, ASBP’s technical expert, Health Information Designs
(HID) will notify you via two separate e-mails. The notifications will include the following
information:

= The first e-mail will include the CSPMP system logon ID you will use to access the
system, which is typically your DEA number, and also confirm an approved password
for accessing the system, which is typically the password proposed on the access
request form.

= The second e-mail will provide a PIN, which will serve as a security check point. This
PIN must be supplied if you have trouble with either the logon ID or password and
request assistance from HID.

If you cannot supply your PIN to HID, you will be instructed to return to the ASBP Web
site and follow the Procedure for Provider Access.

Note: All denied requests will be contacted by the ASBP.

After your registration is received and approved, continue to Logging On (Providers).

Copyright © 2008-2012 Health Information Designs, LLC 12
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Accessing Data (Providers)

1 Open an Internet browser window, type https://azcspmp-ph.hidinc.com in the
address bar, and then press [Enter].

Type your user name in the User name field.
Type your password in the Password field.
Click OK.

i A W N

From the RxSentry home page, click Practitioner/Pharmacist Query. The
following window is displayed:

Practitioner/ Pharmacist (fuery

Arienna Liability statement for Provider acoess
I certify that [ am have been approved by the State to access mformation i the contralled sobstance database.

T certify that the patient ¢n whom T am requesting information is 3 current or praspective patiest of mine or is o patient whos [am
evalatimg. I omderstand inappropriate access or disclosore of this information is a violation of state law and may resalt in disciplinary
setion by sy licessing board sndior révocatson of datahase access privileges.

| T aceept the above comditions

Disclaimer: The infommation in this system may contin erors resdting from how the information was entersd into the data fil=. Contrelled Substzance
Reporting System stafl suggests that addiiosal mdependent verdication with pharmaises s practisoners may semsetime be grodent o necessary.

You MUST accept the above conditions before you can continne

You may query any recipient name, but before you can view the results of the query,
you must authenticate the query by indicating the query is for a valid reason and
that you have the potential to provide a service to the recipient’s name that is being
queried.

Note: Without selecting the I accept the above conditions check box, you will
not be able to access the Practitioner/Pharmacist Query screen.

6 Select the I accept the above conditions check box. A window similar to the
following is displayed:

Practitioner/Pharmacist Query
Report ..
Format: [y
\Zipcode
Name Selection Demographic Focus County Selection Selection
(blank for all)
Begins with +|| Gender All - Statewide  ~
2 Apache
. Sounds like Target DOB
L JL M Fastest LastName = and First Name Begins g goch\se
*Last Name o oconino  ~
*First Name mm/dd’yyyy (Select statewide for best
Within ExactMatch + results
| Primary Address: City:
| Other Address 1: City:
| Other Address 2: City:
*Dispensed Timeframe From: 05/02/2011 *Dispensed Timeframe To: 05/01/2012
mm/dd/yyyy mm/ddyyyy
*Required Field
All required fields must be filled in.
[However. for the best search results. fill in as many fields as possible.

Copyright © 2008-2012 Health Information Designs, LLC 13
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7 Complete the information on the Practitioner/Pharmacist Query window, using
the field descriptions in the following table as a guideline:

Field Name Usage
Recipient Name Type the recipient’s last name. You may use the
Last “Begins with” or “Sounds like” options if the actual

last name is not known.

You may also search for a specific recipient by using
partial text, for example, type Smi to display a list of
recipients containing “Smi” in the first three letters of
their last name.

Recipient Name Type the recipient’s first name. You may use the
First “Begins with” or “Sounds like” options if the actual

first name is not known.

You may also search for a specific recipient by using

partial text, for example, type Tho to display a list of

recipients containing “Tho” in the first three letters of

their first name.

Gender Click the down arrow and select the gender of the
recipients to include in your search.

Target DOB Type the recipient’s date of birth using the
mm/dd/yyyy format.

Within Used in conjunction with the Date of Birth field to
specify a time range within which to match the date
of birth.

County Selection Narrow your search by selecting a specific county

name, or accept the default option of “Statewide” to
produce a wider range of results.

Zipcode selection Narrow your search by typing a specific ZIP code, or
leave this field blank to produce a wider range of
results.

Dispensed Timeframe Use this field to enter a specific dispensing time

From frame start date, for example: 01/01/11 to 01/31/11.

Dispensed Timeframe To Use this field to enter a specific dispensing time
frame end date, for example: 01/01/11 to 01/31/11.

Table 1 — Practitioner/Pharmacist Query Window Field Descriptions

8 Once all criteria has been entered or selected, click Submit.
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A window similar to the following is displayed:

®

Repert Formar:

R!ﬁpiul!

Name Equals dummy, Fire Name Sepioed
Born Q1AL

For ip eedes beginsing

Dispeaved Timelrame Fram: D010

Practitioner Plhanmacist Query

Becipiest Repont

2

DAY, DUMMY FILE D11

Tutdan AL 85745 (P

Dispeaved Timelrame Te: 107310008

Primary Address: Ciy:
Chilver Address 1: Ciky:
Chilver Address 2: Cigy:

Note: If a recipient has a medical marijuana card, the indicator (MMC) will display

next to the recipient’s name:

[Recipient Report

MMC KOROSEC, MARY
KOROSEC, MARY F

02/07/61
02,/07,/61

2

172
2 1y

=

If a recipient with an MMC is selected for the query/report, the MMC indicator also
displays on the online and printed reports.

From the Recipient Report section of this window, click the desired recipient’s

name. By default all recipients listed are selected. To select specific recipients from

the list:

Select a single value by clicking the value.
Select multiple values, listed consecutively, by clicking the first value, holding

down the [Shift] key, and then clicking the last value.

while clicking each value.

Select multiple values, not listed consecutively, by holding down the [Ctrl] key

10 Select either the Sort by Date Only or the Sort by Recipient by Date option, and then
click Request. A window similar to the following is displayed:

| Geswste |
e mM 4|

Date Date | Quantity | Days Autherized
Dispensed Prescribed Dispensed| of = Refills
Supply

NDC

071907 7 30 (] ] 66993071602

- st

SMITH, B DOE: 04/13/1963 -
Dispensed From 01/01/2007 to 12/30/2007

[Drug Name | Prescriber |Prescription| Dispenser Dispenser Recipient Recipient | Date of.

|ZOLPIDEM UNC

TARTRATE HOSPITALS

10 MG
TABLET

AND

PHARMACY
. A *ﬂ...—-ﬁ__.‘&ﬂ-\—_-mm.\_

Recipient Report

oy

Map Results

Number First Birth

Name

Last
Name

City

i

r CHAPEL lo\nTH  |LINDA B 04/13/63]

RITE AID
PHARMACY
#rzes  C
B i Y T WP S --—"-4‘“.......,,1

0000205

11 Click Generate Report to begin the report processing. A message similar to the

following is displayed:

|Quer}' 14121 has been created. View Query Status to retrieve report when query finishes running_|
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Note: The query will remain in the database for 14 days, after which it will be
automatically removed.

Continue to View Query Status.

Multiple State Query (Providers)

The Multiple State Query is used to create queries that can be used to report
information about recipient usage of controlled substances, including medical marijuana,
for recipients in multiple states.

Notes:

= The Multiple State Query should not be used if the only data need is from the home
state.

» Information regarding medical marijuana may not be available for recipients in all
states.

Perform the following steps to create a Multiple State Query:
1 Log on to RxSentry.

2 From the home page, click Multiple State Query. The following window is
displayed:

Multiple State Query

|Arizona Liability statement for Provider access

I certify that I am have been approved by the State to access information in the controlled substance database.

I certify that the patient on whom I am requesting information is a current or prospective patient of mine or is a patient whom I am
evaluating. I understand inappropriate access or disclosure of this information is a violation of state law and may result in
disciplinary action by my licensing hoard and/or revocation of database access privileges.

I accept the above conditions

Disclaimer: The information in this system may contain errors resulting from how the information was entered into the data file. Controlled
Substance Reporting System staff suggests that additional independent verification with pharmacies and practiioners may sometime be prudent
of necessary.

'You MUST accept the above conditions before you can continue

You may query any recipient name, but before you can view the results of the query,
you must authenticate the query by indicating the query is for a valid reason and
that you have the potential to provide a service to the recipient whose name is being
queried.

Note: Without selecting the I accept the above conditions check box, you will not be
able to access the Multiple State Query screen.

3 Select the I accept the above conditions check box.
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A window similar to the following is displayed:

Multiple State Query

equest Inf

* Disclosing State(s): |NorthDakota  ~
South Carolina
Kansas

Arizona

[Requestor Role: Physician

ecipient

[* Last Name:

™ First Name:

Identifier (SSN, Driver's License #, efc.):
[ Date of Birth:

Street Address:

City-

[State: All states
[Zip Code (Blank for all):

(Gender: All -

(mm/dd'yyyy)

Di d Timefi

* From: 06/21/2011  (mm/ddyyyy)
* To: 06/20/2012  (mm/dd'yyyy)

Sorting Options

SORT by Date Only
© SORT by Recipient by Date

¥| Group results by state

Submit * Required Information

4 Complete the information on the Multiple State Query window, using the field
descriptions in the following table as a guideline:

Field Name

Usage

Disclosing State(s)

(Required) Select the state(s) you wish to include in the
query.

Notes:
= The Multiple State Query should always include the home
state.

= You may select multiple states by holding down the [Ctrl]
key while clicking each value.

Requestor Role

This field is automatically populated with your RxSentry user
role, for example, “Physician.”

Recipient Name
Last

(Required) Type the recipient’s exact last name. Unlike
practitioner/pharmacist queries, multiple state queries do not
allow partial name matching.

Note: Although multiple state queries do not support partial
name matching, the system will return clustered results. For
example, if you create a query for John Smith, DOB
01/01/1970, and there is a matching name that has been
clustered with Johnny Smith, DOB 01/01/1971, both names
will be returned in your report results.

Recipient Name

(Required) Type the recipient’s exact first name. Unlike

First practitioner/pharmacist queries, multiple state queries do not
allow partial name matching.
Identifier Type the recipient’s identification number (social security

number, driver’s license number, etc.), if available.
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Field Name Usage

Date of Birth (Required) Type the recipient’s date of birth using the
mm/dd/yyyy format.

Gender Click the down arrow and select the gender of the recipients
to include in your search. If in doubt, select the “All” option.

Street Address Type the recipient’s street address, if known, or leave this field
blank to produce a wider range of results.

City Type the recipient’s city, if known, or leave this field blank to
produce a wider range of results.

State Click the down arrow and select the recipient’s state, or select
“All States” to produce a wider range of results.

Zip Code Narrow your search by typing a specific ZIP code, or leave this
field blank to produce a wider range of results.

Dispensed Timeframe (Required) Use this field to enter a specific start date for the

From dispensing time frame, for example, 01/01/2009.

Dispensed Timeframe To (Required) Use this field to enter a specific end date for the
dispensing time frame, for example, 01/31/2009.

Sorting Options Click to select one of the following sort options:
= Sort by Date Only
= Sort by Recipient by Date

Group results by state Select this option to sort result by state, or leave blank to view
all the results in one table.

Table 2 — Multiple State Query Window Field Descriptions
5 Once all criteria has been entered or selected, click Submit.

A Recipient Report is displayed for each state you included in your query, similar
to the following:

|Open in new window

Generate
Report
Recipient Report
Dispensed From 01/01/2010 to 04/30/2012
Multiple State Report (Disclosing State: A7)
Johnson, A- DOB: f -
Status: NotFound
Date Date Quantity |Days of | Authorized NDC | Drug P iber | P! iption |Disp Disp Recipi Recipi Date | Recipi Recipi
Dispensed |Prescribed | Dispensed | Supply Refills Name Number City Last Name |First Name | of Street City
Birth | Address

[No results returned

Recipient Report

Dispensed From 01/01/2010 to 04/30/2012
Multiple State Report (Disclosing State: KS)
Johnson, A - DOB: (44
Status: NotFound
Quantity |Days of | Authorized [NDC | Drug [Prescriber| Prescription |Di Di Recipient | Recipient | Date | Recipient |Recipi
d | Di d | Supply | Refills Name Number City [LastName |First Name| of | Street City
Birth | Address

Date Date
Di d/|p Py

[No results refurned

Note: In the above screen shot, the Group results by state option was selected.
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6 To create a PDF of your search results, click Generate Report, and then continue
to View Query Status.

View Query Status

This function allows you to check the status of a submitted query. The Status column
on the View Report Queue window displays one of the following query statuses:

= Approved/Queued - the query has been approved and is processing.

= Approved/Done - the query has been approved, processed, and is available for
viewing.

Perform the following steps to view the status of a query or several queries:
1 Log on to RxSentry.

2 From the home page, click View Query Status. A window similar to the following is
displayed:

View Report (Mriene ;m‘@

Job Sequence I Diate Requerted Stane Report Cratpit Shared Remave? |

AL Prescobers
a AZ Dapenaers
4 f G ¥ 2 Ha e
= LIRS Elops 2 out of 2 Becipient Selected From web e GLeRE
Hame Begme damurgy, o
For Substance class Ot 5

AL Freseribers
A2 Dapensers
L] 1 1008 3l y
== b Becipient Selected From:
Masmse Bege dumey, d,
For Substance class O bo 5

weh Mo Remowe

AR Fregecibers
AR Derpensers
1170308 Dhoe = = o L
%= Howelz Buecipient Selected From: ks
Hares Begeny dumwry, o,
For Substance class O o §

SR T T = r,h.ﬁw\hw.m__mww ﬂﬂw

Hemows

(]

Note: The output format for all reports is portable document format (PDF).

3 If the report is ready for viewing, the Job Sequence ID field contains a hyperlink to
the report. Click the hyperlink for the desired report. A window similar to the
following is displayed:

File Download _— (et
Do you want o open or save this lile?

Mama: 014113 pdd
Type: Adobe Acrabat Document
Fom: nocrsphohidinegem

iH

Goen | [ g | [ Cowce | |

Whils files from the inlemiet can be useful, soms files can pobertisly
ham your computer, ¥ you do not tnust the scurce, da not open or |
sawve Bhis fle. What's the k7 |

Copyright © 2008-2012 Health Information Designs, LLC 19



Arizona State Board of Pharmacy
Policies and Procedures Guide Policy and Procedure for Provider Access to AZ CSPMP Data

4 Perform one of the following actions:
»= Click Open to open the report for viewing.
» Click Save to save the report to a specific location for viewing at a later time.
» Click Cancel to return to the previous window.

Notes:

» By default, queries are available for viewing only by the user who submitted the
query request. If desired, click the option displayed in the Shared column to
choose to share or not share this query with another user. If you elect to share
the query, a list of user names is displayed from which you can make your
selection.

= If desired, click the option displayed in the Remove? column to remove this
query from the queue. If you choose to remove the query, you will be prompted
to confirm the removal.
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6 Policy and Procedure for Law Enforcement
Access to AZ CSPMP Data

About This Chapter

This chapter describes ASBP’s policy regarding law enforcement access to AZ CSPMP
data. It also includes the procedure that must be used to request access to data and to
access data through RxSentry.

Note: Please note that the procedure in this chapter applies to law enforcement
access only.

Policy Regarding Law Enforcement Access to AZ CSPMP
Data

Local, State, and Federal law enforcement or Criminal Justice agencies pursuant to an
ongoing complaint or investigation of a specific individual may obtain data from the AZ
CSPMP database.

Procedure for Law Enforcement Access

It is the law enforcement agency’s responsibility to request access to the AZ CSPMP
database. The information in this procedure defines how to request access to the
system, and how to log on to the system and perform basic queries.

Requesting Law Enforcement Access

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

2 With your mouse, click the Prescription Monitoring Program link.
Click the Get Database Access link.

Click Law Enforcement Access Request Form, and follow the instructions for

completing and printing it.

Notes:

* You may complete the form online, and then click Print Form, or click Print
Form to complete a print copy of the form.

» Information entered into the form online is not saved.

» This form is also included in Appendix D of this document.
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5 Click the Privacy Statement Form, and follow the instructions for completing and
printing it.

Note: This form is also included in Appendix C of this document.
6 Sign, date, and have the Law Enforcement Access Request Form notarized.

Mail the Law Enforcement Access Request Form and the Privacy Statement
Form to ASBP, along with a copy of your current Department/Agency ID and Drivers
License, to the address specified on the forms.

Once your access request form is approved, ASBP’s technical expert, Health Information
Designs (HID) will notify you via two separate e-mails. The notifications will include the
following information:

* The first e-mail with include the CSPMP system logon ID you will use to access the
system.

» The second e-mail will include the password you will use to access the system.
Before attempting to access the database, a requestor must have an affidavit available.

Sample affidavits are available on the CSPMP web site and can be accessed by
performing the following steps:

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

2 With your mouse, click the Prescription Monitoring Program link, and then click
CSPMP Information.

3 Click Affidavit Submission Requirements. Read and follow the instructions for
affidavit submission.

4 C(Click Law Enforcement Sample Affidavit.
Note: A sample affidavit is included in Appendix E of this document.
Click Print Form.

6 Complete the form, except for Request Number, and continue to Logging On (Law
Enforcement).

Note: An explanation of affidavit submission requirements is included in Appendix K
of this document.
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Logging On (Law Enforcement)

1

i A W N

6

Open an Internet browser window, type https://azcspmp-le.hidinc.com in the

address bar, and then press [Enter].

Type your user name in the User name field.
Type your password in the Password field.
Click OK.

From the RxSentry home page, click Submit Query. The following window is

displayed:

An affidavit must be faceed prior to the release of any report.
Fax to 602-771-2748

The minimum requirements of the affidavit are:

1. The state and county in which affidavitis executed,

2. Thie name of the individual requesting the information as well as his/ her job
description and the law enforcement agency represented. The affiant must also
state that he/she is over the age of 18 years.

1. A reference to the primary name and social security number andf or driver’s
license number of subject being Investigated.

4. A statement that the information requested is pursuant to an open complaint or
inwestigation. In accordance with Arizona Revised Statue 36- 2604{C)H4) and
Arizona Administrative Rules R4-233-503(C)(4)

5. A statement that the names, addresses and other identifying information
presented in the request relate to the subject being investigated,
6. Signature of affiant and notarization.

I accept the above conditions
Print  Primt directions for your records,

You must accept the above conditions before you can continue

You may query any recipient name, but before you can view the results of the query,

you must authenticate the query by indicating that you have an open complaint or
investigation on the recipient’s name that is being queried.

Note: Without selecting the I accept the above conditions check box, you will

not be able to access the provider query screen.

Select the I accept the above conditions check box.
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A window similar to the following is displayed:

ﬁ Lavw Enforcemernt Report Reqest -
Hoegmeiter Aguesy [afarmation

FOAF Accomnt L sieve e py Agerey Yomy Cape & |12V

Hedpmedtamg Ol et Eegueit Dde: 110H0E Ratizn Repai by | Web Do =

“Tebephame: B077 12744 Fax; [ Srrmre? Emaik irr e yiahars mm

Lnfesintitm et et Sk ot hint ww BAUST hirvoe L Felfill yovme oot roquaat
QI

) Gbjrt Mo ™= it dtvrey
Bloging withy =Laas- damery | “Faatd Witk |8 Torh =
Cror I nwee Svands ke = ’
Swic| Allaey =
Barn:
Al #] Name: Lant Fzit- | iy
1 -| ] 1 Ham:
Al #2 NMasag: Lant: Fanit ey
Rerm:
Al @ N ¢ Last: Fant:
e Lux | e "
“[Hxpemasd Tineframs From: ™ *Dacpaneed Towelrame Tec |7

Emidirmr 'y

Parpaar; Saprrind [mipQesrsan -
11 gy el P 5 wim |

(Opeanal Tnfarmatizn that halps to qualily yeer repart requast (f ;::::: ﬁ:::wr' v AT prrvide Oty o Dipevade and Addvent i3 kel murre diune saarch rand
EEN iyl n P rpa o phgn e i s -

rtar fpdpaas descihe — ¥ e
uﬁ-u Tpends: |
Falertden: pianm = (kiackt For g
Selrct itatrunde for Brek rradks

DK itk Srata Abbeav]: |
Hiealth Invurance Cand M: |

R CRPTACAEETSPIgy .. 4. PSP . SIS
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7 Complete the information on the Law Enforcement Report Request window,
using the field descriptions in the following table as a guideline:

Field Name Usage

PDMP Account Id

Auto-populated with the PDMP account ID used to log on to the
system.

Agency Auto-populated with the agency name supplied when creating
the account.
Your Case # Type the reference number used by your agency to identify this

case.

Requesting Officer

Auto-populated with the PDMP account ID used to log on to the
system.

Request Date

Auto-populated with the current date.

Return Report by

Click the down arrow and select the desired query/report
delivery method.

Telephone Type your telephone number, using the format 123-456-7890.
Fax If desired, type your fax number, using the format 723-456-
Secure 7890.
Click the Secure check box to indicate that the fax line is
secure (for sensitive material).
Email Auto-populated with the e-mail address supplied when creating

the account.
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Field Name

Usage

Subject Name
Last

Type the subject’s last name. You may use the “Begins with” or
“Sounds like” options if the actual last name is not known.

You may also search for a specific subject by using partial text,
for example, type Smi to display a list of subjects containing
“Smi” in the first three letters of their last name.

Subject Name
First

Type the subject’s first name. You may use the “Begins with”
or “Sounds like” options if the actual first name is not known.
You may also search for a specific subject by using partial text,
for example, type Tho to display a list of subjects containing
“Tho” in the first three letters of their first name.

Born on

Type the recipient’s date of birth using the mm/dd/yyyy format.

Within Used in conjunction with the Born on field to specify a time
range within which to match the date of birth.
Sex Click the down arrow and select the gender of the recipients to

include in your search.

Alias of #1 Name
Alias of #2 Name
Alias of #3 Name

Used to perform a query on a recipient who may be using more
than one name.

You may also perform a wildcard search using partial text, for
example, type Tho is the Field in the Alias #1 Name section
to display a list of aliases containing “Tho"” in the first three
letters of the alias last name.

In the Born field, type the alias’s date of birth using the
mm/dd/yyyy format.

Dispensed Timeframe
From

Use this field to enter a specific dispensing time frame start
date, for example: 01/01/11.

Dispensed Timeframe To

Use this field to enter a specific dispensing time frame end
date, for example: 01/31/11.

Purpose Click the down arrow and select the appropriate reason for
performing this query.
SSN If known, type the subject’s social security number, using the

format 777-22-3333.

County Selection

Narrow your search by selecting a specific county name, or
accept the default option of “Statewide” to produce a wider
range of results.

Zipcode selection

Narrow your search by typing a specific ZIP code, or leave this
field blank to produce a wider range of results.

Primary Address

Type the subject’s primary street address.

City

Type the name of the city in which the subject resides.
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Field Name Usage
Other Address 1 Type a street address and city in these fields to include in your
City query any other addresses at which the subject may reside.
Other Address 2
City

Table 3 — Law Enforcement Report Request Window Field Descriptions

8 Once all criteria has been entered or selected, click Submit. A window similar to the

following is displayed:

©

PRINT THIS PACE AND FLACE IT WITI THE LEGAL DOCUMENTS USED TO FORMALLY REGUEST TH1S QUERY.
FLACE THE REGUEST NUMBER OX THE AFFADMYIT,

Lav Enfarvement Repert Regrert

The ipridice ol you regiec Live ks inaed

Prapsiisd Timelisms Foaim 000104

Rrgerines Agenly [fanmation h
FIMP Axvwmnt [ 102 659 AFrEcy. Crah dls LTiges Worar Ciir 0
Rrqueiting Difiern: Sieve Ep Regerit Dale: (21273 Hevmn Brpait by Wik Foe
Trlephane THHOER Fax Emul seve digrlleled (ol
Information shaut the et that we MUST have i fa¥il yoor repori reguet
S Pusme Ham g 120507
B with: Lwir joqunsrels Fuant; podde Wi T Yesn
en AR Asy
Alimi 81 Kame: Lait Fusu: Bain
Aliwi 8] Muime Lant Fuwm Haim
Ablwt B} Nusme! Lair Fust Ham

Puaspei it Forged Prosingaes oes ngasin

Dhvipormicrd Tisme [y Tae 010105

SRk
1318 fwiak Srace ALrevi:

Ciptismal Enfurmation that helpn ts gaskfy yver rrpert requent (1 D08 b blank or b swadde range pow MUST provide County o Bpeode and Addoess b2 help marmene dow search e

Cammty Taperadde:
Selertan {Hlick for my)

=

Note: The arrow in this screenshot indicates the location of the Request Number.

9 Click Print to print this form.

10 Place the Request Number on the affidavit.

11 Fax the notarized affidavit to 602-771-2748, or mail it to ASBP, P.O. Box 18520,
Phoenix, AZ 85005 within two days of creating the query.

Your query request must be approved by ASBP. Approval typically occurs within a 24-
hour period of AZ CSPMP’s receipt of the notarized affidavit. After this time, continue to

View Query Status.

Note: Your report report/query will remain in the database for 14 days, after which it
will be automatically removed.

Copyright © 2008-2012 Health Information Designs, LLC 26



Arizona State Board of Pharmacy
Policies and Procedures Guide

Policy and Procedure for Law Enforcement Access to AZ CSPMP Data

View Query Status

This function allows you to check the status of a submitted query. The Status column
on the View Report Queue window displays one of the following query statuses:

= Approved/Queued - the query has been approved and is processing.
= Approved/Done - the query has been approved, processed, and is available for

viewing.

Perform the following steps to view the status of a query or several queries:

1 Log on to RxSentry.

2 From the home page, click View Query Status. A window similar to the following is
displayed:

Ee.
!.l:-

B

=L

View Report (friene

Job Sequence I Diate Requerted Stane

AL Prescobers
AZ Dapenacrs

117408 Do

Report

2 out of 2 Bacipient Salected From:
Hame Begme damurgy, o
For Substance clasz O to 5

AT Freseribers
AR Dapensers
2 ot of 2 Fecipient Selected From:

1 30408 Bloss

Mame Begzie dumgy, o,
For Substance class O ko 5

AR Presaibert
AR Derpensers

L1/0E0E Drops

1 et of 2 Recipient Selected From
Hares Begens dumwry, 4.
For Substance class O ba 5

ET&'@

Cratput Shared Rermave? |

web

web

web

Ha

R emene

Hemors

L. hmﬂ-ukqw,hﬂ#ﬂ\hmq,mmm ‘w

Note: The output format for all reports is portable document format (PDF).

3 If the report is ready for viewing, the Job Sequence ID field contains a hyperlink to
the report. Click the hyperlink for the desired report. A window similar to the

following

is displayed:

File Downloed

-

Az

Do you want to open or save this file?

Hame: 014113 pdd

Type: Adobe Acrobat Dooument

Fam: ngcersphuhidinecem

e

Open | |

Save

[ Coneed |

f Witia files from the Inlemiet can be ussful, some files con polertisly
tham your computer. ¥ you do not tnus the source, da not open o
save this file. Yhat's the fe®
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4 Perform one of the following actions:
»= Click Open to open the report for viewing.
» Click Save to save the report to a specific location for viewing at a later time.
» Click Cancel to return to the previous window.

Notes:

» By default, queries are available for viewing only by the user who submitted the
query request. If desired, click the option displayed in the Shared column to
choose to share or not share this query with another user. If you elect to share
the query, a list of user names is displayed from which you can make your
selection.

= If desired, click the option displayed in the Remove? column to remove this
query from the queue. If you choose to remove the query, you will be prompted
to confirm the removal.
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7 Policy and Procedure for Licensing Board
Access to AZ CSPMP Data

About This Chapter

This chapter describes ASBP’s policy regarding licensing board access to AZ CSPMP data.
It also includes the procedure that must be used to request access to data and to access
data through RxSentry.

Note: Please note that the procedure in this chapter applies to licensing board
access only.

Policy Regarding Licensing Board Access to AZ CSPMP Data

Professional licensing boards with jurisdiction over health care disciplines pursuant to an
ongoing complaint or investigation by the licensing board of a specific individual licensed
by the board may obtain data from the AZ CSPMP database.

Procedure for Licensing Board Access

It is the licensing board’s responsibility to request access to the AZ CSPMP database.
The information in this procedure defines how to request access to the system, and how
to log on to the system and perform basic queries.

Requesting Licensing Board Access

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

With your mouse, click the Prescription Monitoring Program link.
Click the Get Database Access link.
Click Boards.

au A W N

Click Professional Licensing Board Database Access Request Form, and
follow the instructions for completing and printing it.

Notes:

* You may complete the form online, and then click Print Form, or click Print
Form to complete a print copy of the form.
» Information entered into the form online is not saved.

» This form is also included in Appendix F of this document.
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6 Click the Privacy Statement Form, and follow the instructions for completing and
printing it.

Note: This form is also included in Appendix C of this document.

7 Sign, date, and have the Professional Licensing Board Database Access
Request Form notarized.

8 Mail the Professional Licensing Board Database Access Request Form and
the Privacy Statement Form to ASBP, along with a copy of your current
Department/Agency ID and Drivers License, to the address specified on the forms.

Once your access request form is approved, ASBP’s technical expert, Health Information
Designs (HID) will notify you via two separate e-mails. The notifications will include the
following information:

* The first e-mail with include the CSPMP system logon ID you will use to access the
system.

= The second e-mail will include the password you will use to access the system.
Before attempting to access the database, a requestor must have an affidavit available.

Sample affidavits are available on the CSPMP web site and can be accessed by
performing the following steps:

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

2 With your mouse, click the Prescription Monitoring Program link, and then click
CSPMP Information.

3 Click Affidavit Submission Requirements. Read and follow the instructions for
affidavit submission.

4 C(Click the Board Sample Affidavit.
Note: A sample affidavit is located in Appendix G of this document.
Click Print Form.

6 Complete the form, except for Requestor Number, and continue to Logging On
(Licensing Boards).

Note: An explanation of affidavit submission requirements is included in Appendix K
of this document.
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Logging On (Licensing Boards)

1 Open an Internet browser window, type https://azcspmp-Ib.hidinc.com in the
address bar, and then press [Enter].

Type your user name in the User name field.
Type your password in the Password field.
Click OK.

From the RxSentry home page, click Submit Query. The following window is
displayed:

i A W N

An affidavit must be faxed prior to the release of any report.
Faxto 602-771-2748

The minimum requirements of the affidavit are:

1. The state and county in which affidavit is executed.

2, The name of the individual requesting the information as well as his/f her job
description and the name of agency represented. The affiant must also state that
hefshe is over the age of 18 years.

3. A statement that the information requested is pursuant to an open complaint or
investigation. In accordance with Arizona Revised Statue 36-26040C)(4) and
Arizona Administrative Rules R4-23-503(C)(4)

5. A statement that the names, addresses and other identifying information
presented in the request relate to the subject being investigated.

6. Signature of affiant and notarization.

. accept the above conditions

Print  Prink directions for your records.
You must accept the above conditions before you can continue

Note: Without selecting the I accept the above conditions check box, you will
not be able to access the provider query screen.

6 Select the I accept the above conditions check box. A window similar to the
following is displayed:

@ (nery Report Clainer r'__u_-"':_?’)‘..
Report Format: CrurrrFepeat Clims
;1‘:'; i:!'_']ﬁ“' Dremagraphic Facus Rogion/Caunty Seloction ﬁ:‘l‘i';f'::?“
" Aoywhing A
Dispenser Name 2zache |—
beging with: Cockiin
Cocsnms ¥
Frescriber Last Name -0 & —_—
begmna with: —— ﬁ:n’.: (===
Fr=mapa o
& [Name Begins wich) ) Crata= &
Recigient © (PFame Svands lke) Sem|Md B |Gresie
Mame: Lazi: Dhace of Brily M:u:n-n.-.a
5 Within: | Evact Match = |Mehis
il Hpagjs
Note: Licensing boards can perform queries only by Prescriber and not by Dispenser
or Recipient.
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7 Complete the information on the Query/Report Claims window, using the field
descriptions in the following table as a guideline:

Field Name Usage
Prescriber Last Name Type the prescriber’s last nhame.
begins with You may also search for a specific recipient by using partial

text, for example, type Smi to display a list of recipients
containing “Smi” in the first three letters of their last name.

Region/County Selection Narrow your search by selecting a specific county name, or
accept the default option of “Statewide” to produce a wider
range of results.

Zipcode selection Narrow your search by typing a specific ZIP code, or leave this
field blank to produce a wider range of results.

Table 4 — Licensing Board Query Report Claims Window Field Descriptions

8 Once all criteria has been entered or selected, click Submit. A window similar to the
following is displayed:

—==
ey Repors Clalner oh
@ . progd
Repart Farmat: Adhier Cuery
. GOMZALES, CARLOS R MD, AGMEZNI  TUCEON AZ BET1E [Py
Prezerilver GOMZALES, GAILEY ANN MD, P HOERE: AL BE004
Mame Eeging Gargales GONIALES. MARY LOU RN FNE,  WMEONITEE  TUCEON AZ BETLE (PiA)
For Counties Fima
DHizpemier Al
Recipient AL
Substance Class: O~ Tu: &~
Inglude Claims Prexccibed From Date: Ta:
Inghade Claimz Duipenzed fram Date: Ta:
Claly Show Claims wath Dhxtance more than: 0 Milez fram Recipient to Prezcriber,
Ouly Show Clains walh Dislanee mere than: 0 Milez fram Recipient to Dispenzer,
Ay -
Treseription Origin: Mzl Spocded
Wiollen RE
Ay
Identification Provided:

Note: For viewing purposes, this window is displayed in two screenshots in this
document.

9 Select the desired prescriber in the Prescriber field, scrolling through the list of
values as necessary.

10 Select the substance class range in the Substance Class fields.

11 Select a date range in the Include Claims Prescribed from Date fields.
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12 In the next section of this window, select the fields you wish to include in your

query:
Cheerk Fiebds ta be reparoed
R Infsrmstisn
[1 B Erves Status L) Impact Etutms
T T — = Prwuwiption Numbrr | &1 NewTtelill ) Quantity Divprated
B] Dvinyn off Fupplly = Amilesrized Hellla Al L Bl Dvug Name
L] Dowug N umer ased Sezength =0 Chavs l Comprand = Trip Serial Namber
C1 Uplsuder I
Drigenser Inffsimation
=l Dwipenier ID = N Bl Beee @
(] Fowiw Addiead 1 Erere Brane ] Fowie TIF
= Mlalingg Adduwan = Mlailng Tiry Bl Mailng Svate £ Mliliagg TP
] Phanr® (Entered) =0 Fax @ (Emtrardy ] Flme® {NCFDF) [ Fas # (NCFDFY
El DEAR S Fed Taa B Brae Liveie @ [ Fste Tax 4
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= Preaandian 16 5 Nasws B Arermats Prevmiban [ [ DA Salfi
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=l Addr Matih = Dhistamere dw Disparmasy [ Dstance in Freacrber

Craipai Zelection
Dratgeak 1a Vek P,
Viewsd Mawr Bk - Fube Chpud
iaih, - Copbewatied Fie Dl
Wik Carrarin
Tarlimit File Crutpt Hora:
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13 Select Batch — Web Output in the Viewed How field.
14 Select With Pipe Characters in the Delimit File Output How field.

15 Click Request. A window similar to the following is displayed:
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Note: The arrow in this screenshot indicates the location of the Query Number.

16 Place the Query Number on the affidavit in the Request Number field.
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17 Fax the notarized affidavit to 602-771-2748, or mail it to ASBP, P.O. Box 18520,
Phoenix, AZ 85005 within two days of creating the query.

Your query request must be approved by ASBP. Approval typically occurs within a 24-
hour period of AZ CSPMP’s receipt of the notarized affidavit. After this time, continue to
View Query Status.

Note: Your report report/query will remain in the database for 14 days, after which it
will be automatically removed.

View Query Status

This function allows you to check the status of a submitted query. The Status column
on the View Report Queue window displays one of the following query statuses:

= Approved/Queued - the query has been approved and is processing.

= Approved/Done - the query has been approved, processed, and is available for
viewing.

Perform the following steps to view the status of a query or several queries:
1 Log on to RxSentry.

2 From the home page, click View Query Status. A window similar to the following is

displayed:
View Repert (Puene _'_;'GE;'
Job Sequepce ID Diate Requested Stanus Report Cratpust Shared Remave?
AL Prescobers
P A2 Daapenaers
4 s - % ' Ha B
X Lirg Do 2 out of 2 Becipient Selected From: L = LAY
Hame Bepgme damimy, o,
For Substance class O ko 5
AZ Freseribere
46 1 1408 Dope (0 DEpensers web Mo Bemowe

2 out of 2 Becipient Selected From: ind
Mame Begme dumsey, o,
For Substance class O bo 5

A2 Prescoibert

AZ Derpensers

1 st of 2 Recipient Selected From
Haree Beges dumry, o,

For Substance class O to 5

SN T S r '“'*whw'“'_mww —

110308 Drope web H.

o

Hemowe

Note: The output format for all reports is portable document format (PDF).

3 If the report is ready for viewing, the Job Sequence ID field contains a hyperlink to
the report. Click the hyperlink for the desired report.
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A window similar to the following is displayed:

File Downlosd B
Do you want to open or save this file?

BE=x- Hame: 014113 pdd

e Type: Adobe Acrobat Dogument
R peecrsph.hiding.oom

Gen | [ g | [ cooce |

.I

(e Wi fles from the Inlemiet can be useful, some files can polertisly

# tham your computer. ¥ you do not tnus the source, da not open o |
save this file. Yhat's the fe® |

4 Perform one of the following actions:
= Click Open to open the report for viewing.
» Click Save to save the report to a specific location for viewing at a later time.
* Click Cancel to return to the previous window.

Notes:

» By default, queries are available for viewing only by the user who submitted the
query request. If desired, click the option displayed in the Shared column to
choose to share or not share this query with another user. If you elect to share
the query, a list of user names is displayed from which you can make your
selection.

= If desired, click the option displayed in the Remove? column to remove this
query from the queue. If you choose to remove the query, you will be prompted
to confirm the removal.
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8 Policy and Procedure for AHCCCS
Administration Access to AZ CSPMP Data

About This Chapter

This chapter describes ASBP’s policy regarding Arizona Health Care Cost Containment
System (AHCCCS) Administration access to AZ CSPMP data. It also includes the
procedure that must be used to request access to data and to access data through
RxSentry.

Note: Please note that the procedure in this chapter applies to AHCCCS
Administration access only.

Policy Regarding AHCCCS Administration Access to AZ
CSPMP Data

Arizona Health Care Cost Containment System (AHCCCS) Administration pursuant to an
ongoing complaint or investigation of a specific individual who receives services under
A.R.S. Title 36, Chapter 29 may obtain data from the AZ CSPMP database.

Procedure for AHCCCS Administration Access

It is the AHCCCS Administration’s responsibility to request access to the AZ CSPMP
database. The information in this procedure defines how to request access to the
system, and how to log on to the system and perform basic queries.

Requesting AHCCCS Administration Access

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

With your mouse, click the Prescription Monitoring Program link.
Click the Get Database Access link.
Click AHCCCS.

i A W N

Click AHCCCS Administration Access Request Form, and follow the instructions
for completing and printing it.

Notes:

* You may complete the form online, and then click Print Form, or click Print
Form to complete a print copy of the form.

= Information entered into the form online is not saved.
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» This form is also included in Appendix H of this document.

6 Click the Privacy Statement Form, and follow the instructions for completing and
printing it.

Note: This form is also included in Appendix C of this document.

7 Sign, date, and have the AHCCCS Administration Access Request Form
notarized.

8 Mail the AHCCCS Administration Access Request Form and the Privacy
Statement Form to ASBP, along with a copy of your current Department/Agency
ID and Driver’s License, to the address specified on the forms.

Once your access request form is approved, ASBP’s technical expert, Health Information
Designs (HID) will notify you via two separate e-mails. The notifications will include the
following information:

» The first e-mail with include the CSPMP system logon ID you will use to access the
system.

»= The second e-mail will include the password you will use to access the system.
Before attempting to access the database, a requestor must have an affidavit available.

Sample affidavits are available on the CSPMP web site and can be accessed by
performing the following steps:

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

2 With your mouse, click the Prescription Monitoring Program link, and then click
CSPMP Information.

3 Click Affidavit Submission Requirements. Read and follow the instructions for
affidavit submission.

4 Click AHCCCS Administration Sample Affidavit.
Note: A sample affidavit is included in Appendix | of this document.
Click Print Form.

6 Complete the form, except for Requestor Number, and continue to Logging On
(AHCCCS).

Note: An explanation of affidavit submission requirements is included in Appendix K
of this document.
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Logging On (AHCCCS Administration)

1 Open an Internet browser window, type https://azcspmp-Ib.hidinc.com in the
address bar, and then press [Enter].

Type your user name in the User name field.
Type your password in the Password field.
Click OK.

i A W N

From the RxSentry home page, click Submit Query. The following window is
displayed:

An affidavit must be faxed prior to the release of any report.

Fax to 602-771-2748

The minimum requirements of the affidavit are:

1. The state and county in which affidavitis executed.

2. The name of the individual requesting the information as well as his/her job

description and the name of agency represented. The affiant must also state that
he/sheis over the age of 18 years.

3. The Name of Agency conducting an investigation involving ( Names/ s of Subject).

4, A statement that the information requested is pursuant to an open complaint or
investigation. In accordance with Arizona Revised Statue 36-2604(C)(4) and
Arizona Administrative Rules R4- 23-503(C)(4)

5. A statement that the names, addresses and other identifying information
presented in the request relate to the subject being investigated.

6. Signature of affiant and notarization

I I accept the above conditions

Print Print directions for your reconds.
You must accept the above conditions before you can continue

You may query any recipient name who receives services under A.R.S. Title 36,
Chapter 29, but before you can view the results of the query, you must authenticate
the query by indicating that you have an open complaint or investigation on the
recipient’s name that is being queried.

Note: Without selecting the I accept the above conditions check box, you will
not be able to access the provider query screen.

6 Select the I accept the above conditions check box.
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A window similar to the following is displayed:
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Note: AHCCCS can perform queries only by Recipient and not by Prescriber or
Dispenser.

7 Complete the information on the Query Report Claims window, using the field
descriptions in the following table as a guideline:

Field Name Usage
Recipient Name Type the recipient’s last name. You may use the “Begins with”
Last or “Sounds like" options if the actual last name is not known.

You may also search for a specific recipient by using partial
text, for example, type Smi to display a list of recipients
containing “Smi” in the first three letters of their last name.

Recipient Name Type the recipient’s first name. You may use the “Begins with”
First or “Sounds like” options if the actual first name is not known.
You may also search for a specific recipient by using partial
text, for example, type Tho to display a list of recipients
containing “Tho” in the first three letters of their first name.

Sex Click the down arrow and select the gender of the recipients to
include in your search.

Target DOB Type the recipient’s date of birth using the mm/dd/yyyy format.

Within Used in conjunction with the Date of Birth field to specify a

time range within which to match the date of birth.

Region/County Selection Narrow your search by selecting a specific county name, or
accept the default option of “Statewide” to produce a wider
range of results.

Zipcode selection Narrow your search by typing a specific ZIP code, or leave this
field blank to produce a wider range of results.

Table 5 — AHCCCS Administration Query Report Claims Window Field Descriptions
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8 Once all criteria has been entered or selected, click Submit. A window similar to the
following is displayed:

Chiery' Report Cliaians
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Prescriber AL
Dispenser Al
DY, DUMKMY FILE A1 2 Tu AL 35745 (Pl
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LLI.']I.II‘IE Cl:\.i.mn Pl'l.'-:rrﬂfle-ll .I:I.'ﬂlTI. D.I.E': Tﬂ:
Ineliade Cladms Dispensed from Date: Ta:
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.-ﬂn!.' n
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Wiilten Rx w
Ly
Tlentification Provided:

Note: For viewing purposes, this window is displayed in two screenshots in this
document.

9 Select the desired recipient within the Recipient field, scrolling through the list as
necessary.

10 Select the substance class range in the Substance Class fields.

11 Select a date range in the Include Claims Prescribed from Date fields.
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12 In the next section of this window, select the fields you wish to include in your

query:
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13 Select Batch — Web Output in the Viewed How field.
14 Select With Pipe Characters in the Delimit File Output How field.

15 Click Request. A window similar to the following is displayed:
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Note: The arrow in this screenshot indicates the location of the Query Number.

16 Place the Query Number on the affidavit in the Request Number field.
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17 Fax the notarized affidavit to 602-771-2748, or mail it to ASBP, P.O. Box 18520,
Phoenix, AZ 85005 within two days of creating the query.

Your query request must be approved by ASBP. Approval typically occurs within a 24-
hour period of AZ CSPMP’s receipt of the notarized affidavit. After this time, continue to
View Query Status.

Note: Your report report/query will remain in the database for 14 days, after which it
will be automatically removed.

View Query Status

This function allows you to check the status of a submitted query. The Status column
on the View Report Queue window displays one of the following query statuses:

= Approved/Queued - the query has been approved and is processing.

= Approved/Done - the query has been approved, processed, and is available for
viewing.

Perform the following steps to view the status of a query or several queries:
1 Log on to RxSentry.

2 From the home page, click View Query Status. A window similar to the following is
displayed:
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Note: The output format for all reports is portable document format (PDF).

3 If the report is ready for viewing, the Job Sequence ID field contains a hyperlink to
the report. Click the hyperlink for the desired report.
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A window similar to the following is displayed:
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4 Perform one of the following actions:
= Click Open to open the report for viewing.
» Click Save to save the report to a specific location for viewing at a later time.
* Click Cancel to return to the previous window.

Notes:

» By default, queries are available for viewing only by the user who submitted the
query request. If desired, click the option displayed in the Shared column to
choose to share or not share this query with another user. If you elect to share
the query, a list of user names is displayed from which you can make your
selection.

= If desired, click the option displayed in the Remove? column to remove this
query from the queue. If you choose to remove the query, you will be prompted
to confirm the removal.
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9 Policy and Procedure for Requests for AZ
CSPMP Data

About This Chapter

This chapter describes ASBP’s policy regarding requests for AZ CSPMP data from the
entities listed in the section below.

Policy Regarding Requests for AZ CSPMP Data

ASBP may provide data from the AZ CSPMP database for the following entities, after the
appropriate request has been made:

» An individual who requests the individual’s own controlled substances information.
» A court of competent jurisdiction pursuant to a lawful court order.
* An entity requesting information for statistical, research, or educational purposes.

Procedure for Individuals’ Requests for Data

Individuals requesting access to their personal controlled substance prescription
information must perform the following steps:

1 Open an Internet browser window, type http://www.azpharmacy.gov in the address
bar, and then press [Enter].

With your mouse, click the Prescription Monitoring Program link.
Click the Get Database Access link.
Click Patients.

au A W N

Click Individual’s Own Access Request Form, and follow the instructions for
completing it.

Note: This form is also included in Appendix J of this document.
Click Print Form.
Sign, date, and have the form notarized.

8 Mail the form to ASBP, along with a copy of your current Drivers License or other
government-issued identification, to the address specified on the form.

Note: A report can be faxed or mailed, or you may pick the report up at the Board
office. Please indicate on the Individual’s Own Access Request Form which
method of delivery is desired.
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Procedure for Court Order Requests for an Individual’s Data

A court of competent jurisdiction by court order may request access to an individual’s
controlled substance prescription information by mailing the signed Court Order to ASBP
at the following address: Arizona State Board of Pharmacy, P.O. Box 18520, Phoenix, AZ
85005; or delivering in person the signed Court Order to ASBP at the following address:
Arizona State Board of Pharmacy, Controlled Substances Prescription Monitoring
Program, 1616 W. Adams, Suite 120, Phoenix, Arizona 85007.

The report will be mailed or faxed to the court.

Procedure for Requesting Data for Statistical, Research, or
Educational Purposes

An entity may request information from the AZ CSPMP database for statistical, research,
or educational purposes by performing the following steps:

1 Prepare a request that includes the following items:
*= The purpose for request
»= Atimeframe, for example, from 1/1/11 to 12/31/11
» A geographic area for the search, for example, by ZIP code(s), city(ies),
county(ies), or the entire state.
2 Mail the request to ASBP at the following address:

Arizona State Board of Pharmacy

Controlled Substances Prescription Monitoring Program
P.O. Box 18520

Phoenix, Arizona 85005

The report will be mailed or faxed to you.

Note: Data will be redacted and will not contain any patient or practitioner specific
information.
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10 Assistance and Support

Technical Assistance
If you need additional help with any of the procedures outlined in this guide, you can:
Contact HID at azpdm-info@hidinc.com
Or
Call 1-866-792-3149

Technical assistance is available from 8:00 am — 5:00 pm CT (Central Time).

Administrative Assistance

If you have any non-technical questions regarding the Arizona Controlled Substance
Prescription Monitoring Program, please contact:

Dean Wright

Arizona State Board of Pharmacy
1616 W. Adams, Suite 120
Phoenix, AZ 85007

(602) 771-2744; fax (602) 771-2748
dwright@azpharmacy.gov

Mailing address: P.O. Box 18520
Phoenix, AZ 85005
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11 Document Information

Copyright Notice and Trademarks
Copyright © 2008-2012 Health Information Designs, LLC. All rights reserved.

Health Information Designs, LLC

391 Industry Drive
Auburn, AL 36832

RxSentry is a registered trademark of Health Information Designs, LLC (HID). Microsoft
and Internet Explorer are registered trademarks or trademarks of Microsoft Corporation
in the United States and/or other countries. All other product names may be trademarks
or registered trademarks of their respective companies.

Disclaimer

HID has made every effort to ensure the accuracy of the information in this document at
the time of printing. However, information may change without notice.

Formatting Conventions

The following formatting conventions are used throughout this document.

Format

Used to Designate...

Bold

References to execution buttons, windows, file names,
menus, icons, or options

Times New Roman Italic

Text you must type in a field or window, for example,
\\server_name\printer _name for a network printer

Blue underline

Hyperlinks to other sections of this document or external
websites

Italic text

Reference to this document, external document, or external
resource

Table 6 — Text Formats
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Version History

The Version History records the publication history of this document. See the Change
Log for more details regarding the changes and enhancements included in each version.

Publication Version Number Comments

Date

09/01/2008 1.0 Initial delivery
11/04/2008 1.1 Revised publication
04/15/2009 1.2 Revised publication
11/20/2009 1.3 Revised publication
08/10/2010 1.4 Revised publication
04/13/2012 1.5 Revised publication
06/19/2012 1.6 Revised publication

Table 7 — Document Version History

Change Log

The Change Log records the changes and enhancements included in each version.

Version Chapter/Section Change

Number

1.0 N/A N/A

1.1 All Screenshots updated

1.2 All Updated Web site navigation in all topics describing

how to register for access to the AZ CSPMP.

1.3 Ch 5/ Policy and Screenshot in provider log on topic updated.
Procedure for
Provider Access to
AZ CSPMP Data

1.4 Ch 10/Assistance “Technical Assistance” topic modified to change
and Support support hours to 8:00 am — 5:00 pm CT

1.5 Chapter 3/Procedure | Added the new procedure for registering a
for Registering with | practitioner with the new registration web portal
the AZ CSPMP
Chapter 3/Procedure | Added the new procedure for updating practitioner
for Updating Your registration information with the new registration web
CSPMP Registration | portal
Global Updated AZBP physical address and mailing address
Appendix A Updated Prescriber Registration Form
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Version Chapter/Section Change
Number

Appendices B, D, H, | Updated Access Request Forms

F,J
Appendix C Updated Privacy Statement Form
1.6 = Chapter Changed terminology in steps 2 and 3 to reflect the
5/Procedure for updates and new links on the Board home page
Provider Access
= Chapter

6/Procedure for
Law Enforcement
Access

= Chapter
7/Procedure for
Licensing Board
Access

= Chapter
8/Procedure for
AHCCCS
Administration
Access

= Chapter
9/Procedure for
Individuals’
Requests for Data

Appendices A, B, C, | Updated fax number on all forms
D,F, H,J

Chapter 5/Accessing | = Changed section name from “Logging On
Data (Providers) (Providers)” to “Accessing Data (Providers)”

» Added note about MMC patients

Chapter 5/Multiple » Added new topic
State Query

Table 8 — Document Change Log
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Appendix A: Prescription Monitoring Program
Registration Form

ARIZONA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) BO2-TT1-2T27 ) 602-T71-2748
www_azphamacy .gowv

CONTROLLED SUBSTANCES PRESCRIPTION MONITORING PROGRAM REGISTRATION
{Attach a copy of your current AZ license & DEA registration) (There is
NO FEE to register - call 602-771-2744 for questions/details)
PRACTITIONER TYPE
[0 ™D [ Do [ ©oDs [ D™D [0 OPMm
[0 WP O ra O oD [0 MWD [0 HNMD O DwMm
PRACTITIONER INFORMATION

Hame:
Practice
Address: |
Street and Mumber City State Tip
E-Mail Phone Fax
Mailing Address:
(if different) Street and Mumber City State Zip
DEA:
Registration Mumber Effective From Effective To
State License:
License Mumber Effective From Effective To
Practice Facility
Mame:
PRESCRIBING / DISPENSING INFORMATION
Does the medical practitioner dispense Schedule 1, I, or IV controlled substances to patients for take home use?

[0 YES [0 wo (mark "NO" if you only dispense samples)
If yes, the medical practitioner must comply with the reporting requirements of A R.S._ § 38-2608. A dispensing meadical
practitioner will be contacted with details about reporting dispensed prescription information to the Board.

Flease check all controlled substance schedules the medical practitioner is allowed to prescribe/dispense:

o 2 O =N o s O s 0o 4 O s

To the best of my knowledge and belief the foregoing application is true and current in all respects.

{ Signature | [ Dae |

Titks W of the Amarcans with Disabllities ACT prohibits the Anzona State Board of Pharmacy from discrimination on the basis of disabiitty. This
miatenal Iz avalkable In an altemats formiat upon request.
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Appendix B: Prescriber/Dispenser Database

Access Request Form

ARIZOMA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) 602-TT1-2727 f) 602-T71-2748
www.azphamacy.gov

PRESCRIBER / DISPENSER DATABASE ACCESS REQUEST FORM
| Mew | Update | Terminate

Fiease print or fype, and use full name | firzt, middle inifial, lasf, suffix { Jr, Sr, 8, I, et ) )

Full Name:

S5N: DOB:

Professional Titlke
[0 RPH 0 mD [0 Do [ ©DDs [ DmD [ DPM
[0 WP [ Pa [0 oo [0 wnD [0 mWmD [0 HMmD

Sitate Board License Mumber [ Expiration Date DEA Mumber [ Expiration Date

Email Address:

Facility Name:

Facility Address:

City | County: State { Zip:

Phone Number: Fax Number:

Proposad Password: | Must contain a1 least B characters: at least 1 caplial letter, 1 lowercase letter,

and 1 numioer. Must NOT contain dictionany words or names. View Access Procedures for assistance. |

Prescriber / Dispenser's Signaturs:

Subscribed and swom to before me in the County of State of
this day of .20 .
NOTARY PUBLIC
Motary Public Seal Ny Commission expires:

Pursuant to ARLS. § 36-2510, 3 parsan who Is granted acoass bo Information from the program and who knowingly discioses e information In a
manner Inconsistent with 3 legiimate professional of reguiatony puipose, a legitmats |aw enforcement purpose, the temmis of a cowrt onder or as
pinerwiss expressly authorized by AR.S. Titie 35, Chapier 238 |s guilly of a Ciass & felny.

Mail the following Rems to the ASEP Controlied Substances Prescription Monitoring Program:
* Notarized Database Acoess Fom
* Signad Copy of Privacy Statement
* Copbas of Cument AZ Board License, DEA Registration,
and Diver's License
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Appendix C: Privacy Statement

ARIZONA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) BO2-T71-2727 f) 602-771-2748
www.azphammacy .gov

PRIVACY STATEMENT

Statutory Authority:

Section 2002 of Arizona Revised Stalutes Title 38, Chapter 28, the Arizona Conirolled Substances Prescription Monitoring
Program Act, requires the Arizona Siate Board of Fharmacy (ASEF) to esiablish a computerized central database fracking system
to track the prescribing. dispensing, and consumption of Schedule 11, 11l, and IV controlled subsiances dispensed by a medical
practitioner or by a pharmacy. The purpose of the program is to improve the State’s ability to identify controlled substances
abusers or misusers and refer them for treatment, and to identify and stop diversion of controlled substances in an efficient and
cost effective manner that will not impede the appropriate medical utilization of licit controlled substances.

Access to Information:

AR.S. §28-26D4 (C) (1) authonzes ASBP to release data from the Confrolled Substances Prescription Menitoring Program
(CSPMP) to persons authorized to prescribe or dispense controlled substances for the purpose of providing medical or
pharmaceutical care fo a patient or to evaluate a patient.

A RS, §38-2604 (C) (3), (4), and (5) authorizes ASBF to release data from the CSPMP to a professional licensing board, a local,
state. or federal law enforcement agency or criminal justice agency. and the Arizona Health Care Cost Containment System
[AHCCCS) Administration, after receiving a written request that states that the information is necessary for an open investigation
or complaint.

Unlawful Disclosure:

Any person whao is granted access to the information in the C5PMP database and who knowingly discloses the information in a
manmer inconsistent with a legitimate professional or regulatory purpose, a legitimate law enforcement purpose, the terms of a
court order, or as otherwise expressly authorized by A R.5. Title 36, Chapter 28 is guilty of a Class & felony.

| understand that inappropriate access or disclosure of this information is a viclation ofArizonalaw and may result in disciplinary
acticn by my licensing board andfor revocation of database access privileges.

Account Agreement:

By signing this agreement | hereby agree to follow the security and password policies of the Controlled Substances Prescription
Monitoring Program. | agree to not disclose nor misrepresent any data or protected health information to any unauthorized person
or party. | agree that | will not share my account information, login name, or password with anyone, even if they are authorized
users of the program.

Sigmature: Date:

Print Mame:
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Appendix D: Law Enforcement Access Request
Form

ARIZONA STATE BOARD OF FPHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) 602-T7T1-2727 ) 602-T71-2748
www_azphamacy.gov

LAW ENFORCEMENT DATABASE ACCESS REQUEST FORM

In accordance with A.RLS. § 36-2604, "local, state, and federal law enforcement authorities . may have access to prescription
information after making written request to the Board stating that the information is necessary for an open investigation or
complaint.”

All fieldz are required. Mail completed form fo the address above.

OFFICER'S INFORMATION

First Mame: Last Hame:
Tithe: AFPost Cert. Nou:
S3M: DOB:

Email Address:

AGENCY'S INFORMATION

Agency Mame:
Agency Address:
City [ County: State / Zip Code:
Phone Mumber: Fax Mumber:
CHIEF LAW ENFORCEMENT OFFICER'S INFORMATION
First Mame: Last Mame:
Tithe:
FPhone Mumber: Fax Mumber:
Email Address:
Signature: Date:
Subscribed and swormn to before me in the County of State of
this day of L20 §

NOTARY PUBLIC

Motary Public Seal Ny Commission expires:

Pursuant to A.R.5. § 36-2510, 3 person who Is granted access to Infomiation from the program and who knowingly discioses the Infommiation In &
manner Inconsistent with a legitmate professional of reguiatory pUrpose, 3 legiimate law enforament pUipose, the 18 of @ court order of 3s
otfersse ExpIassly SUthorzed by A.F.5. Tite 36, Chaplar 25 1 guity of 3 dass & felomy.

Mall the following ems to the ASEP Controlled Substances Prescription Montoring Program:
" Motarzed Database Accsss Form
* Signed CopY of Privacy Statement
* COpY of Currnt Depanment / Agency 1D
* COpY Of Curmant Divers License
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Appendix E: Law Enforcement Sample Affidavit

State of Arizona
(Name of Connty)

(Request Xumber: )

1. L (ame), am a (Title) with the (Name of Agency). I am over the age of eighteen.

3 The (Name of Ageney) is condueting an investigation invelving (Name's of Suspeet),
(SS8X: ) or Avizona DL# is ( ).

i In accordance with Arizona Revised Statute § 36-2604(C)(4) and Arizona
Administrative REules B4-23-503(C)(4), the information requested is pursuant to an
open complaint or investigation.

4. All information, including names, addresses, and other identifving information,
presented in the regquest only relate fo the subject being investigated.

(Primted Name) Signature
(Title)
(Agency Name)

Subscribed and sworn to before me in the County of s State of
+ this day of 20 .

NOTARY PUBLIC
Netary Pablic Seal
My Commission expires:

Mote: Thas 1 not a requered fosmat. Thas resource 15 provaded to assast vou m complyang with the CSPMP momnniim
TeqUIrements.

=* Office Use Only **
LESampleAffidavitd 708 Date Recerved
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Appendix F: Licensing Board Access Request
Form

ARIZOMA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) B02-TT1-2T27 ) 6D2-TT1-2748

whwnw _azpharmacy.gov

PROFESSIONAL LICENSING BOARD DATABASE ACCESS REQUEST FORM

In accordance with A R.S. § 36-2604, "a professional licensing board... may have access to prescription information after
making written request to the Board stating that the information is necessary for an open investigation or complaint.”

Al fields are reguired. Mail completed form fo the addrezs above.

INVESTIGATOR'S INFORMATION

First Mame: Last Mame:
Title: State EIN:
S5M: DOB:

Email Address:

AGENCY'S INFORMATION

Agency Mame:
Agency Address:
City / County: State ! Zip Code:
Phone Number: Fax Number:
EXECUTIVE DIRECTOR'S INFORMATION
First Mame: Last Mame:
Title:
Phone Number: Fax Mumber:
Email Address:
Signatura: Diate:
Subscribed and swom to before me in the County of , State of
this day of .20
NOTARY PUBLIC
Motary Public Seal My Commission expires:

Pursuant to AR5, § 36-2510, 3 person who Is granted access to infomiation from the program and who knowingly discicses the Infommiation In a
manner Inconslstent with a legitmate professional of reguiatory purposs, a legiimats |aw enforcament puipose, the terms of a court order or 35
othenwise expressly authorzed by A R.S. Tibe 35, Chapter 28 is guify of @ dass & felony.

Miall the folliowing Items to the ASEP Controlied Substances Prescription MonRonng Program:
" Motarized Database Access Fom
* Signed Copy of Privacy Statement
* Cogy of Curment Department § Agency 1D
* Cogy of Curment Diivess Licensa
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Appendix G: Licensing Board Sample Affidavit

State of Avizona
(Name of County)

(Request Number: )
1. L. (Name). am a (Title) with the (Name of Agency). I am over the age of eighteen.
2. The (Name of Agency) is conducting an investigation invelving (Name's of Subject).

3 [n aceordance with Avizona Revised Statute § 36-2604(C)(3) and Avizona
Administrative Rules R4-23-503(C)(3), the information requested is pursuantto an
open complaint or investigation.

4. All information, including names, addresses, and other identifving information,
presented in the request only relate to the subject being investigated.

(Printed Name) Signature
(Title)
(Agency Name)

Subscribed and sworn to bhefore me in the County of , State of
. this day of L0 .

NOTARY PUBLIC
Setary Peblic Seal

My Commission expires:

Note: This s not a requrred format. Thas resource 15 provided to assast you in complying with the CSPAMP munimum
TedLEments.

*® Offvce Use Only **
BoardSampleAffidavitd 708 Date Receaved:
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Appendix H: AHCCCS Access Request Form

ARIZONA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ B5005

p ) 602-F71-2727 f) 602-771-2748
www.azphamacy.gowv

AHCCCS ADMINISTRATION DATABASE ACCESS REQUEST FORM

In accordance with A R.S. § 36-2604, "the AHCCCS Administration regarding persons who receive services pursuant to Title 36,
Chapter 29 may have access to prescription information after making written request to the Board stating that the information is
necessary for an open investigation or complaint.”

Al fisldz are required. Mail completed form to the address above.

INVESTIGATOR'S INFORMATION

First Mame: Last Mame:
Title: State EIM:
S5N: DOB:

Email Address:

AGENCY'S INFORMATION

Agency Mame:
Agency Address:
City  County: State ! Zip Code:
Phone Mumber: Fax Mumber:
OFFICE OF INVESTIGATIONS DIRECTOR'S INFORMATION
First Mame: Last Mame:
Title:
Phane Mumber: Fax Mumber:
Email Address:
Signature: Diate:
Subscribed and swom to before me in the County of , State of
this day of . 20

NOTARY PUBLIC

Notary Public Seal My Commission expires:

Pursuant to AR.S. § 36-2610, 3 person who [s granted access to information from the program and who knowingly dscioses the Information In a
manner Inconslstent with a legitmate professional of reguiatory purpess, a legiimate law enforcement purpose, the 1enmes of a court order o 35
otherwise expressly authorzad by AR5, Tite 36, Chaptar 28 |5 guiky of 3 ci3ss & felony.

Mall the fnliowing Rems to the ASEP Controlied Substances Prescription Moniioring Program:
* Motarized Database Access Form
" Signed Cogry of Privacy Statement
* Copy of Current Deparment | Agency ID
* Copy of Current Duivers License
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Appendix l: AHCCCS Sample Affidavit

State of Arizona
(Mame of Connty)

(Request Number: )]

1. I, (Name), am a (Title) with the (Name of Agency). [ am over the age of eighteen.

3. In accordance with Arizona Revised Statute § 36-2604(C)(5) and Arizona
open complaint or investigation.

4. All information, including names, addresses, and other identifving information,
presented in the request only relate to the subject being investigated.

- The (Name of Agency) is conducting an investigation invelving (Name's of Subject).

Administrative Rules R4-23-503(C)(5), the information requested is pursuant to an

({Printed Xame) Signature
{Title)

{Agency Name)

Subscribed and sworn to before me in the County of . State of
. this day of |

NOTARY PUBLIC
Nemry Puble 543l

My Commission expires:

requinements.

** Office U'se Only **
AHCCCS AdmnSampleAffidav1r0708 Date Recerved:

Note: This is not 3 requared format. This resource 15 provided 1o assist veu i complying with the CSPMP mindmum
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Appendix J: Individuals’ Access Request Form

ARIZONA STATE BOARD OF PHARMACY
P. 0. Box 18520 Phoenix, AZ 85005

p ) B02-TT1-27T2T ) 602-T71-2748
www_azpharmacy.gov

REQUEST FOR AN INDIVIDUAL'S OWN CONTROLLED SUBSTANCES PRESCRIPTION MONITORING
DATABASE INFORMATION

Pleaze print or type, and use full name | firsf, midale, fasf, suffix ( Jr, S, 0, 0, efc. ) - do mot use inifials )
Full Mame:
DOB:
Streetfddress:
City / County: State | Zip Code:
Fhone Mumber: Fax Mumber:

Specific time perod io be covered in report
Start Date: End Date:

Deelivery Method

[ ] mail [[]Fax [ ] Pick up | at Board Office )
Signature: Date:
Subscribed and swom to before me in the County of , State of
this day of .20

NMOTARY PUBLIC

Motary Public Seal My Commission expires:

Pursuant to ARLS. § 36-2610, 3 parson who s gramed 3coess bo Information from the program and who knowingly discioses the Infermaton In a
manner Inconsistent with a legitmate professional of reguiatony purpose, a kegiimate law enforcemient purposs, the temms of a couwrt onder of &
optherwiss expressly authorized by AR.S. Titie 35, Chapier 28 Is guily of 3 ciass 6 feiony.

Mall the foliowing ltems to the ASEP Controlled Substancas Prescrption Monforing Program:
" Notarized Request for Infomation Fom
* Copy of Cument Divers License
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Appendix K: Affidavit Submission Requirements

1.

2.

Affidavit Submission Requirements

When requesting database access, a professional licensing Board, local, state, or federal law
enforcement, or AHCCCS Administration investigator who has a user name and password must
complete an affidavit verifying autharity, purpose, and subject of the data requested. The notarized
affidavit must be faxed or mailed to ASBP within two days of a web query for data.

The affidavit must include all six minimum requirements that include:

The state and county in which affidavit is executed.

The name of the individual requesting the information as well as the individual's job description
and the law enforcement agency represented. The affiant must also state that the affiant is over
the age of 19 years.

. Areference to the primary name and social security number andfor driver's license number of

subject being investigated.

A statement that the information requested is pursuant to an open complaint or investigation.
(Required by Arizona Administrative Code § 36-26040C)3), (4), or (5)).

. Astatement that the names, addresses and other identifying information presented in the request

relate to the subject being investigated.

Signature of affiant and notarization.
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Appendix L: Protocols for a Secure Web-Based
Interface

Overview

The RxSentry Database on the Production Server (referred to as the
Database/Production Server) reaches through the firewall to obtain uploaded files from
the Upload Server and edit/import them. Therefore, there is normally very little data
residing on the Upload Server. The Database/Production Server sends backups on a
periodic basis to the NAS. One advantage to this approach is that no users can access
the Production Server, which prohibits access to the complete database. The information
from the query is tied to the user ID and password and is not accessible to any other
users.

HID recommends that you place a time limit on storing the data resulting from database
queries and that you delete the data from the Query Server after the specified period of
time. If you adhere to this approach, in the unlikely event that an intruder gains access
to the Query Server, the intruder will have access to very little or no data (depending on
the time frame of recent queries).

The following figure illustrates the database and server configuration. The following
page provides more details regarding each component.

RxSentry Database AZ Physician, Pharmacy Users
HTTPS HTTPS
A J
Production |, Upload
Server i
1 = v [
i Socket/Queue
Query
y Server
NAS
Inside the Perimeter DMZ
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A.

B.

C.

D.

The Database /Production Server sits inside the firewall and is accessible only by HID
staff and the designated state client staff. It has mirrored physical drives for
maximum fault-tolerance.

The Upload Server is a much smaller server. This server sits outside the firewall and
is accessible for the electronic submission of data.

The Query Server is a small server that sits outside the firewall and is accessible by
users.

External Network Attached Storage (NAS) is disk space on an external NAS server
used for backups.

In the event of a breach (or suspected breach) of security regarding the collected data,
HID will:

Immediately notify AZ CSPMP by telephone or e-mail
Conduct an investigation
Confiscate and secure any evidence in conjunction with any such occurrences

Provide AZ CSPMP with a written report of the investigation within three (3) business
days of first learning of the breach

Subsequently provide a written report outlining the impact of the breach and the
steps taken to correct the situation and future breaches

Assist AZ CSPMP, including testifying, in any proceedings or hearings that may be
undertaken for any security violation
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